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Preamble

Confidentiality

All information contained in this document is the entire property of Pure Cloud Solutions and as
such, must stay confidential. Access to this document is restricted to those companies or parties
having signed a Non-Disclosure Agreement (NDA) with Pure Cloud Solutions. Diffusing
information to other parties without a signed Non-Disclosure Agreement between Pure Cloud
Solutions and the other party is forbidden.

Trademarks
Centile™ and Istra™ are trademarks of Centile Telecom Applications SAS.
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1. Introduction

Centile has enriched its platform ISTRA™ with a REST API called myRCC. This interface allows
platforms owners to connect any Remote Call Control (RCC) application to ISTRA™. The RCC
application will be then able to perform call control actions on enabled users of the selected
enterprise on ISTRA™.

Microsoft Lync® is one of these RCC applications. Centile has tested it using the myRCC API and
declared it certified.
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2.Server Configuration

Below are the ISTRA™ configuration steps in order to activate myRCC:
e myRCCis only available on ISTRA™ platforms on version 9.1 or more
e myRCC web service must be enabled on a running Jetty server.
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e Login to myRCC is only accessible to administrator that have been granted with RCC
authorizations. These administrators should not be real administrator, but created by a
platform admin to in order to establish one or several session between two servers.

e When login, an administrator will have to provide the name of the enterprise he wishes to
monitor. This enterprise has to belong to his administrative domain, and it cannot be
changed during the session.

¢ Finally, a myRCC parameter should be enabled on each extension to be controlled via RCC.




Pure Cloud Solutions Centile myRCC RestAPI interface v9

platorm owner ; Top-Level [CH S 48 )

User Extansion | Sarvicd Pan Resshons Sgnmon Bahall,.  Dobug  PSTN Humbers CallRus  Forwardmng Rule Turmmals Ramaote Termmal Lync Tarminats Sarvica Mambarship _

o Bold fiekds am mandatary
[

Erensian

!ml‘musme higrasrchy | & ~ICPS-9RCES-Reseliztips
[relephonic siate L Aailals
|recaptonist ra |

pEnUE |

%P2 amd Banizhboard - enable desklop scAphone wih G722 2eodect] L ng @ yes
!‘P&ﬂ ard Switchbosend - anabis deskiop soiphone with vices?
| ¥Pad. erable the web XFad venzion?

KPad: arablo web sofiphone?

KFa:
et Bl o
@nabia C20FE and XPad CR MW infegranon?
8 WELVOIE D n = ez
Enabik WalivoicaCand? e
! i weah ilentity jphayaun 1
enabile WeLCHIDackT no 8 yae =
Lee wen ey
enabin LSSO user access? ® o U yae i B
enaiie mylsra mobile chent? Gwerios -

anabia TAP| Cannachar? F verride B
&natia myRepos 7 I urmos 5|
nanje MyACE?

|smacia mylsra In sal

wverrie ¥

ousrmoa

| Gy |




Pure Cloud Solutions Centile myRCC RestAPI interface v9

3.RCC Rest API Catalog

3.1.Services

e /restletrouter/vi/service/Login Open and authenticate a session for an enterprise. The cookie
+ token must be sent set to every subsequents requests . The session is expired after a
(configurable) delay of inactivity.

o Request Header : Authorization: Basic <login|name enterprise:pwd> Base64 encoded.
o Request Header: X-Application: myRCC

e /restletrouter/vi/service/Logout Close session, reset authentication.

e /restletrouter/vi/service/EventListener/bean Create / Delete a listener identifier.
o JSON Request Payload : { “name” : “free string identifier’’}

3.2. Extension Resources

e [restletrouter/vi/rcc/Extension Fetch the extensions list of the domain available once the user
is logged.
o optional query string : 2offset=int&length=int (permit the paginations list).

e [restletrouter/vi/rcc/Extension/:id Retrieve detail of an extension.

3.3. Call control Resources

e /restletrouter/vi/rcc/Extension/:id/placeCall Place a call to a given destination

o JSON Request Payload : { “destination” : “number destination”}.

o As far a call is created, the call legs states could be asked (pull) by a http request or
monitored (push). Call actions are driven by the server which provide in a same
representation the state of the call legs and each state the list of possible actions like hold,
dtmfs ..

e [restletrouter/vi/rcc/CallLine Fetch the list of call lines.
o optional query string : ?listenerNames=listener identifier. The listener identifier must be
created previously. Adding this parameter to this request starts the monitoring of this
esource. The monitoring is disabled since the the identifier is deleted. ? <

o

cc/CallLine/:id/:action Perform an action ona ﬁ

e refers to Call Lines actions <
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e (alllines monitoring consists of a series of actions permitting to receive events (push) through
a websocket connection previously established. This mechanism permit to be notified of
changes of dedicated resource or a list of resources like callines (call legs). In order to avoid
flooding clients, the server will send latest full representation of the resources every 100 ms
(this duration may change after adjustments) as far the state of the resource has been changed.

3.4. Call Lines actions

saction

JSON request payload

addParty : add a party to a call

{ “destination” : “free string number’’}

answer : call answer N/A
disconnect : disconnect the call (destroy) N/A
hold : hold the line N/A
unhold : resume the line N/A
leave : quit a multi-part call. N/A

merge : merge 2 calls

) . 6

{‘line” : “uri callLine”}

redirect : blind transfer/redirect according
state call

{ “destination” : “free string number”’}

sendDtmfs : send dtmf(s)

{“dtmfs” : “string dtmfs”}

transfer: 2 step transfer

{“line” : “uri callLine”’}

Traffic beth_
far client and ser

Please note requests |
alternative host. In thi

(301/302) and provide tF
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® Resources are a JSON representation only, XML is not supported. It’s recommended to add
systematically the mime type to the Accept and Content-Type headers.

e Specific header X-Application : To permit authentication, clients must set the specific header:
X-Application: myRCC. Then once client is authenticated, server will responds by the same
header + a token. This value must be copied to subsequents requests.
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4.Sequences samples

Note : To make sequences more lisible, the headers list is not complete.

4.1. Login [ Retrieve extensions list:

1. Login to enterprise named e1
2. Retrieve the list of extensions.
Log out of e1.

Request Method: POST

Request URL: http://istral/restletrouter/vl/service/Login
Request Headers:

Accept:application/json, text/plain, */*

Content-Type: application/json

X-Application: myRCC

Authorization: Basic RXXXXXXXXXXX==

Response Headers:

Status Code: 200 OK

Set-Cookie: myRCC_SESSIONID=4278595528937730729;Path=/restletrouter;HttpOnly
X-Application:myRCC;42c7588b-8940-45cd-8007-436Ff51f08bf6

Request Method: GET

Request URL: http://istral/restletrouter/vl/rcc/Extension?offset=50&length=50
Request Headers:

Accept:application/json, text/plain, */*

Content-Type: application/json
X-Application:myRCC;42c7588b-8940-45cd-8007-436151f08bf6

Cookie: myRCC_SESSIONID=4278595528937730729

Response Headers:
Status Code: 200 OK
Response :
{
"count" : 150,
"items": [{
"addressNumber": "101",
"restUri": "v1/rcc/Extension/897778778",
"displayName": "John Doe",
"department"”: "Sales",
"urlPhoto": "http://jhondoe.pictures.com",
"pstnNumbers": [“+33415369101”]

11

"addressNumber": "102",
"restUri": "vl1/rcc/Extension/4588897",


https://www.google.com/url?q=https%3A%2F%2Fjhondoe.pictures.com&sa=D&sntz=1&usg=AFQjCNHBgxAdy24nBPIqrbBO_nBCkGClKQ
https://www.google.com/url?q=https%3A%2F%2Fjhondoe.pictures.com&sa=D&sntz=1&usg=AFQjCNHBgxAdy24nBPIqrbBO_nBCkGClKQ
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"displayName": "Alice White",

"Department”: "HR",

"urlPhoto": "http://alicewhite.pictures.com",
"pstnNumbers": [“+33415369102”]

3
"next": "vl/rcc/Extension?offset=100&length=50",

"prev": "v1/rcc/Extension?offset=0&length=50"

Request Method: POST

Request URL: http://istral/restletrouter/vl/service/Logout
Request Headers:

Accept:application/json, text/plain, */*

Content-Type: application/json
X-Application:myRCC;42c7588b-8940-45cd-8007-436151f08bf6
Cookie: myRCC_SESSIONID=4278595528937730729

Response Headers:
Status Code: 204 No Content

Set-Cookie:myIstra_SESSIONID=4278595528937730729;Path=/restletrouter;Expires=Thu, @01-Jan-1970
00:00:00

4.2. Starts Calls Monitoring

Prerequisite: User must be authenticated.

1. Setup a WebSocket connection.
2. Create a Listener identifier.

3. Start monitoring call lines.

4. Stop monitoring call lines.

Request Method: GET

Request URL: ws://istral/restletrouter/ws-service/myRCC
Request Headers:

Connection: Upgrade

Cookie: myRCC_SESSIONID=4278595528937730729

Response Headers:
Status Code: 101 Switching Protocols

Request.Method: POST
Request URL: http://istral/restletrouter/vl/service/EventListener/bean
Request Headers:

Accept:application/json, text/plain, */*

Content-Type: application/json
X-Application:myRCC;42c7588b-8940-45cd-8007-436151f08bf6

Cookie: myRCC_SESSIONID=4278595528937730729

Request Payload:
{“name” : “CalllLines”}



https://www.google.com/url?q=https%3A%2F%2Falicewhite.pictures.com&sa=D&sntz=1&usg=AFQjCNEfPdcwlIFsetCYqNNOMmQNAvebzA
https://www.google.com/url?q=https%3A%2F%2Falicewhite.pictures.com&sa=D&sntz=1&usg=AFQjCNEfPdcwlIFsetCYqNNOMmQNAvebzA
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Response Headers:
Status Code: 200 0K

Response:
"name":"CallLines","restUri":"vl/service/EventListener/bean/CalllLines"}

Request Method: GET

Request URL: http://istral/restletrouter/vl/rcc/CallLine?listenerName=CalllLines
Request Headers:

Accept:application/json, text/plain, */*
X-Application:myRCC;42c7588b-8940-45cd-8007-436F51f08bf6

Cookie: myRCC_SESSIONID=4278595528937730729

Response Headers:
Status Code: 200 OK

Response :
{
"count": 2,
"results": [{
"restUri": "vi1/rcc/CalllLine/-2898",
"actions": ["addParty", "disconnect", "unhold", "leave", "redirect"],
"creationTime": "1420635386447",
"displayedExternalNumber": "+33412345670",
"displayedLabel": "EnterpriseVM",
"displayedNumber": "555",
"displayedPhoto": "",
"isIncoming": false,
"isMediaAvailable": false,
"isPlaying": false,
"isRecording": false,
"lastModificationTime": "1420635390594",

"lineId": "-2898",
"state": "held",
"stateCause": "causeNormal",

"talkingTime": "1420635386449",
"extension": "v1/rcc/Extension/897778778",

b A
"restUri": "vl1/rcc/CalllLine/-2903",
"actions": ["addParty", "disconnect", "hold", "leave", "redirect", "transfer",
"merge", "sendDtmfs"], h

"creationTime": "1420635411530",
"displayedExternalNumber": "+334xxx",
"displayedLabel": "John Doe",
"displayedNumber": "102",

"displayedPhoto": "http://jhonDoePicture.com",

L.
L

"isIncoming": false,

"isMediaAvailable": false,
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"isPlaying": false,

"isRecording": false,
"lastModificationTime": "1420635411538",
"lineId": "-2903",

"state": "talking",

"stateCause": "causeNormal",
"talkingTime": "1420635411537",
"extension": "vl1/rcc/Extension/105",

3]

At each change the snapshot of the call line involved will be sent through the Websocket, with
the same syntax as the GET response :

{
"listenerName": "CalllLines",
"item": [{
"restUri": "vl1/rcc/CalllLine/-2904",

"actions": ["addParty", "disconnect", "hold", "leave", "redirect", "transfer",
"merge", "sendDtmfs", "startRecord"],

"creationTime": "1420635411530",
"displayedExternalNumber": "+33412345670",
"displayedLabel™: "Jhon Doe",
"displayedNumber": "102",
"displayedPhoto": "http://jhonDoePicture.com",
"isIncoming": false,

"isMediaAvailable": false,

"isPlaying": false,

"isRecording": false,
"lastModificationTime": "1420635411538",
"lineId": "-2903",

"state": "talking",

"stateCause": "causeNormal",
"talkingTime": "1420635411537",
"extension": "vl1/rcc/Extension/897778778"

3

Request Method: DELETE

Request URL: http://istral/restletrouter/vl/service/EventListener/bean/CalllLines
Request Headers:

Accept:application/json, text/plain, */*

Content-Type: application/json
X-Application:myRCC;42c7588b-8940-45cd-8007-436151f08bf6
Cookie: myRCC_SESSIONID=4278595528937730729

Response Headers:
Status Code: 200 OK
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4.3. Call Lines management

Prerequisite : User must be authenticated. Monitoring is installed.

Place a call from 101 to 102.

Receive calls events (101 side only to simplify the reading) through Websockets.
101 holds/unhold the call

4. 101 disconnect the call.

w N

Request Method: POST

Request URL: http://istral/restletrouter/vl/rcc/Extension/897778778/placeCall
Request Headers:

Accept:application/json, text/plain, */*

Content-Type: application/json
X-Application:myRCC;42c7588b-8940-45cd-8007-436F51f08bf6

Cookie: myRCC_SESSIONID=4278595528937730729

Request Payload:

{"destination":"102"}

Response Headers:
Status Code: 200 OK

Response:
{
"restUri": "vl1/rcc/CalllLine/-5499",

"actions": ["disconnect", "answer"],
"creationTime": "1420707628893",
"displayedLabel”: "Alice",
"displayedNumber": "102",
"displayedPhoto": "http://aclice.pictures.com",
"isIncoming": false,
"isMediaAvailable": false,
"isPlaying": false,
"isRecording": false,
"lineId": "-5499",
"state": "prompting",
"extensionURI": "v1/rcc/Extension/897778778"

WS RCV Frame

"listenerName": "CalllLines",

"item": [{

"restUri": "vl1/rcc/CalllLine/-5499",

"actions": ["addParty", "disconnect", "hold", "leave", "redirect", "sendDtmfs" ],
"creationTime": "1420707629436",
"displayedExternalNumber": "+33412345670",
"displayedLabel": "Alice Withe",
"displayedNumber": "102",
"displayedPhoto":

"http://alice.pictures.com",

—
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"isIncoming": false,

"isMediaAvailable": false,

"isPlaying": false,

"isRecording": false,
"lastModificationTime": "1420707629443",
"lineId": "-5499",

"state": "talking",

"stateCause": "causeNormal",

"talkingTime": "1420707629443",
"uriExtension": "v1/rcc/Extension/897778778"

3]

Request Method: POST

Request URL: http://istral/restletrouter/vl/rcc/CallLine/-5499/hold
Request Headers:

Accept:application/json, text/plain, */*
X-Application:myRCC;42c7588b-8940-45cd-8007-436151f08bf6

Cookie: myRCC_SESSIONID=4278595528937730729

Response Headers :
Status Code: 204 No Content

WS RCV Frame
{
"listenerName": "CalllLines",
"item": [{
"restUri": "vl1/rcc/CalllLine/-5499",
"actions": ["addParty", "disconnect", "unhold", "leave", "redirect" ],
"creationTime": "1420707629436",
"displayedExternalNumber": "+33412345670",
"displayedLabel": "Alice White",
"displayedNumber": "102",
"displayedPhoto": "http://alice.pictures.com",
"isIncoming": false,
"isMediaAvailable": false,
"isPlaying": false,
"isRecording": false,
"lastModificationTime": "1420707783052",

"lineId": "-5499",
"state": "held",
"stateCause": "causeNormal",

"talkingTime": "1420707629443",
"uriExtension": "v1/rcc/Extension/897778778"

Request Method: POST
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Request URL: http://istral/restletrouter/vl/rcc/CallLine/-5499/unhold
Request Headers:

Accept:application/json, text/plain, */*
X-Application:myRCC;42c7588b-8940-45cd-8007-436F51f08bf6

Cookie: myRCC_SESSIONID=4278595528937730729

Response Headers :
Status Code: 204 No Content

WS RCV Frame
{
"listenerName": "CalllLines",
"item": [{
"restUri": "vl1/rcc/CalllLine/-5499",

"actions": ["addParty", "disconnect", "hold", "leave", "redirect", "sendDtmfs",
"startRecord" ],

"creationTime": "1420707629436",
"displayedExternalNumber": "+33412345670",
"displayedLabel": "Alice White",
"displayedNumber": "102",

"displayedPhoto": "http://alice.pictures.com",
"isIncoming": false,

"isMediaAvailable": false,

"isPlaying": false,

"isRecording": false,

"lastModificationTime": "1420707787595",

"lineId": "-5499",
"state": "talking",
"stateCause": "causeNormal",

"talkingTime": "1420707629443",
"uriExtension": "vi1/rcc/Extension/897778778"

3

Request Method: POST

Request URL: http://istral/restletrouter/vl/rcc/CallLine/-5499/disconnect
Request Headers:

Accept:application/json, text/plain, */*
X-Application:myRCC;42c7588b-8940-45cd-8007-436151f08bf6

Cookie: myRCC_SESSIONID=4278595528937730729

Response Headers :

Status Code: 204 No Content

- y b

WS RCV Frame:
{
"listenerName": "CalllLines",
"item": [{
"restUri": "vl1/rcc/CalllLine/-5499",
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3]

"conference": false,
"creationTime": "1420707629436",

"displayedExternalNumber": "+33412345670",

"displayedLabel": "Alice White",
"displayedNumber": "102",

"displayedPhoto": "http://alice.pictures.

"isIncoming": false,

"isMediaAvailable": false,

"isPlaying": false,

"isRecording": false,
"lastModificationTime": "1420707794023",
"lineId": "-5499",

"state": "dropped",

"stateCause": "causeNormal",
"talkingTime": "1420707629443",

com",

"uriExtension": "v1/rcc/Extension/897778778"
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